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THREATS AND RISKS TO HEALTH IN EMERGENCY SITUATIONS: BIOMEDICAL, PREDICTIVE
ANALYTICAL, AND MATHEMATICAL ASPECTS

Oleg A. Melnikov™, Sergey A. Kraevoy, Vasily N. Bolekhan

Centre for Strategic Planning, Federal Medical and Biological Agency, Moscow, Russia

Introduction. The methodology for assessing health threats and risks is becoming increasingly in demand in the public management of the sanitary and
epidemiological welfare of the population. New biomedical, predictive analytical, and mathematical approaches are being developed to assess and analyze
health threats and risks in emergencies, including within biological risk monitoring. These issues require a scientifically based comprehensive consideration
drawing on various scientific fields, including medicine, biology, management, prediction, sociology, and mathematics (probability theory, set theory, measure
theory, etc.). To solve this problem, the authors adopted a convergent approach, paying special attention to the role of effective threat and risk management,
which has a significant impact on the quality of life of people exposed to adverse factors in emergency situations.

Objective. To improve the technology for analyzing and predicting threats and risks to human health in emergencies using a convergent multidisciplinary
approach.

Materials and methods. The authors searched electronic bibliographic databases in the Russian (eLibrary and CyberlLeninka) and English (Web of Science,
Scopus, PubMed, Google Scholar, and Cochrane Library) languages. The database “Regulatory Legal Acts on Radiation, Chemical, and Biological Monitor-
ing” created at the Centre for Strategic Planning of the Federal Medical and Biological Agency served as the basis for analyzing regulatory documents. As the
information platform in this study, the authors used the information system of the Federal Information and Analytical Center for Monitoring Biological Risks,
which aggregates data on the monitoring of biological risks falling within the competence of the Federal Medical and Biological Agency, The predictive and
analytical part of the study was scientifically justified using the database “Methods of Scientific Prediction” created at the Centre for Strategic Planning, which
contains systematized methodological prognostic information. The theoretical methods used in the study include logical methods (analysis and synthesis of
knowledge; analogy method), mathematical methods (modeling, probability theory, measure theory, graph theory, and set theory), and the method of theoreti-
cal generalization.

Results. In the study, the existing approaches to assessing health threats and risks arising in emergency situations are summarized and systematized; their
main characteristics and key parameters are considered. The phases of the process involving the emergence of threats and risks to health and the specifics
of their management are analyzed. The scientific medical and biological point of view on the essence and general characteristics of health threats and risks
is presented. The predictive analytical and mathematical aspects of the problem under consideration are outlined. An example algorithm for predictive and
analytical calculation of indicators characterizing the resource capability and readiness of the healthcare system to adequately respond to a biological threat
is described in detail. The required bed capacity of medical organizations is assessed, as well as the need for artificial lung ventilation devices in case of an
epidemic; the final values are calculated. The analysis of the specified issues using a comprehensive convergent approach creates the prerequisites for effec-
tive management of health threats and risks in emergency situations.

Conclusions. Predictive and analytical approaches are based on advanced ideas and mechanisms, including risk-based technologies, digital certification of
territories and objects, active use of geoinformation developments, assessment procedures drawing on the combination of estimated and field data, situation
modeling under changing or specified conditions, consideration of combined impact factors, etc. Characterizing the risk through a health hazard measure
that combines the probability of health threats occurring in an emergency and the consequences of adverse effects for life and health, the authors define the
value of risk as the mathematical expectation of the product of a function for assessing damage (consequences) to the health of an organism/population and
the probability of combined impact of adverse factors in an emergency.
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YIPO3bl U PUCKU 300POBbIO NP YPE3BbIYANHbLIX CUTYALIUAX:
MEONKO-BUONOIMM4ECKUE, MPOrHO3HO-AHAJIMTUHMECKUE N MATEMATUHECKUE ACIMEKTDI

O.A. MenbHukos™, C.A. Kpaesoit, B.H. BonexaH

LleHTp cTpaTern4eckoro nnaHMpoBaHnUs 1 ynpasneHus Meamnko-61MonornieckmMmn pruckamm 300posbio eaepanbHoro Meamnko-01Monornieckoro areHTCTea,
Mocksa, Poccust

BBepeHue. MeTo[on0rMs OLEHKN Yrpo3 U PUCKOB 340POBbI0 CTAHOBUTCS BCe 60Mee BOCTPEO0BaHHONM B PeLLeHNM 3a4a4 rocyjapCTBEHHOrO yrpaBeHns
CcaHUTapHO-3NUAEMMNONOMMHYECKM Bnarononyyrem HaceneHus. Pa3BnBaroTcs HoOBble MeanKo-b1onornieckme, NporHo3Ho-aHaNMTUYeCcKe 1 MaTemartmye-
CKMe Noaxofbl K OLEHKE 1 aHanmay yrpo3 1 PUCKOB 3[0PO0BLIO NP YpedBblHaiiHbix cuTyaumax (HC), B TOM 41cie B pamMmkax MOHUTOPUHra O1MONOrn4ecKimx
pUCKOB. MNosiBNSIETCS HEOBXOANMOCTb HayYHO 0BOCHOBAHHOMO PACCMOTPEHWS YyKa3aHHOM NpobnemMaTuki, MCNonb3yst B EAMHOM KOMIMIIEKCE 3HaHWS U3 pas-
JINYHBIX Hay4HbIX obnacTen, BKoHas MeguLmMHy, 61onoruto, ynpasneHue, NPOrHO3MpoBaHmne, CoLMOSOro, MaTemMaTky (TEOpUIO BEPOSTHOCTEN, TEOPUIO
MHOXECTB, TEOPUIO Mepbl 1 Ap.). [Ana pelleHns aToi 3agaqu aBTopbl B NPOLIECCE UCCNeAoBaHNS OCHOBbLIBAIMCH Ha MPUHLIMNE KOHBEPreHTHOro NOAXoaa,
yAenss ocoboe BHUMaHWe ponn 3eKTUBHOIO ynpaBieHns yrpo3amu 1 pyckamu, KOTOPOe OKa3bIBaeT CyLLECTBEHHOE BIINSIHUE HA KAYECTBO XXM3HW Jto-
e, nonagatoLmx nog Bo3aencTane HebnaronpusaTHbix hakTopos npu HC.

Llenb. CoBepLIEHCTBOBAHNE TEXHONOMMM aHanmn3a 1 NPOrHO3MPOBaHNS YIPO3 1 PUCKOB 3[0POBbLIO YeloBeKa NMpw YpesBblHaiHbIX CUTyaUmax Ha OCHOBE
KOHBEPIreHTHOro MyNbTUANCUMNANHAPHOMO NoAX0aa.

© O.A. Melnikov, S.A. Kraevoy, V.N. Bolekhan, 2024
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MaTepuanbl n metoabl. B Ka4ecTBe OCHOBbI A9 aHanM3a HOPMAaTUBHO-MPABOBbLIX MaTtepunanos UCNonb3oBanacb cosfgaHHas B PreY «LCr» ®MBA
Poccun 6asa aaHHbIX «<HopMaTMBHbIE NPaBOBble aKTbl PaaMaLMOHHOro, XMMUYECKOro U B1ONOrMYecKoro MOHUTOPUHra». VIHhopmMaumoHHON NnaThopMoi
0N NCCNeaoBaTeNnbCkon paboTel MOcnykuna MHdopmaumoHHas cuctema ®egepansHoro MHPOPMALIMOHHO-aHaIMTUYECKOTO LIeHTPa MOHUTOPUHIa 61o-
norndecknx puckos PMBA Poccuu, arpermpytolas AaHHble MOHUTOPUHIA BUONIOrMHECKINX PUCKOB, OTHOCALLMXCH K komneTeHumn ®MBA Poccun. [Ansa Ha-
YYHOrO 060CHOBaHMS MNPOrHO3HO-aHANUTUYECKON YacTu MCCNeaoBaHNS MCNoNb3oBanach co3faaHHas B ®rbY «LICT» PMBA Poccun 6a3a faHHbIx «MeToabl
Hay4HOro MPOrHO3MPOBaHWS», COAePXKAaLLAs CUCTEMATU3NPOBAHHYIO METOLONOMMYECKYIO MPOrHOCTUYECKYO MHbopMauwmio. K MeTogam TeopeTn4eckoro
YPOBHS, NCMOSIb30BaHHbIM B CCNEA0BaHNN, OTHOCATCH IOrMY4ECKME METOAb! (QHAN3 1 CUHTES 3HAHWI, METOA, aHasorWi), MateMaTn4eckme MeToapl (Moae-
NMPOBaHWS, TEOPWI BEPOSTHOCTEN, TEOPUK MePbI, rpacpoB, MHOXECTB) 1 METOL, TEOPETNHECKOrO 0606LLEHNS.

PesynbTtaTbl. B xofe nccnefoBaHns 0600LLEHbI 1 CUCTEMATU3MPOBAaHb! CYLLIECTBYIOLLME MOAXOAbI K OLEHKE YrpO3 U PUCKOB 340POBbIO, BO3HMKAIOLLME
NPV Ype3BblHarHbIX CUTYaLMSX, PACCMOTPEHbI NX OCHOBHbIE XapakTePUCTVKIN 1 KNoYeBble NapameTpbl. [NpoaHann3nposaHsl Pasbl Npouecca, CBA3aHHOro
C BO3HUKHOBEHWEM YrpO3 V1 PUCKOB 3[10POBbIO, 1 0COBEHHOCTW YNpaBneruns UMu. 13noxxeHbl MPOrHO3HO-aHaIMTUYECKME U MaTeMaTYecKme acnekTbl pac-
cmaTtpuBaemMor NpobnemMaTvkn Ha NpYMepe anropuTtma NPOrHO3HO-aHaMTUYECKOro pacyeTa NokasaTenen, XxapakTepnayoLLMX PECYPCHYIO BO3MOXKHOCTb
1 FOTOBHOCTb CUCTEMbI 3APaBOOXPAHEHNS K aleKBATHOMY OTBETY Ha yrpody Groforn4eckoro xapaktepa. NponssedeH pacHeT NOTPEOHOCTN KOEHYHOro
hoHaa MeANLIMHCKIX OpraHn3aumii 1 annapatoB UCKYCCTBEHHOM BEHTUMSALMM NIErK1X Npvt aNMAEMUN, BbIMMCIEHbI KOHEYHbIe 3HaYeHNs. KOHCTaTMpoBaHo,
4YTO PACCMOTPEHWE BbILLIENEPEHNCIEHHbBIX BOMPOCOB Ha OCHOBE KOMMIEKCHOMO KOHBEPrEHTHOro Noaxofa (hopMUpyeT MPeAnoChIKX ANs peanvaaumm ad-
(PEKTVBHOIO yNpaBieHNs yrpo3amu 1 PUCKamu 300POBLIO MPU YPe3BblHaiHbIX CUTYaLMSX.

BbiBoAbl. [1POrHO3HO-aHANTUYECKME NOAXOAbI 6A3MPYIOTCA Ha NEPefoBbIX NAEAX U MexaHU3Max, BKIoHas PUCK-OPUEHTVPOBaHHbIE TEXHONOrUK, Lnd-
POBYIO MacnopTU3aLIMIO TEPPUTOPUIA U OOBEKTOB, aKTMBHOE UCMOb30BaHNE reoMHMOPMAaLIMOHHBIX Pa3paboToK, METOAMKM OLIEHKW Ha 6a3e COMPsKeHns
pPacHeTHbIX N HATYPHbIX AaHHbIX, CUTYaLMOHHOE MOAEIMPOBAHME NMPU N3MEHSIIOLLMXCH NN 3a4aBaeMblX YCNOBUAX, Y4ET (DaKTOPOB CO4ETAaHHOro BO3AeN-
CTBUA U T. A. XapakTepuayst pUcK Yepes Mepy OnacHOCTY 340POBbI0, COHETAIOLLYIO BEPOSTHOCTL peanmaaunm yrpo3s 340poBbto npu HC 1 nocneacTsrs no-
parkaloLLyx BO3AENCTBUIN 15 XKU3HN 1 300POBbS, aBTOPb! ONPEAENOT 3HaYeHMe pUCKa Kak MaTemaTnyeckoe oxmaaHne nponsseaeHns yHKLmMM oLEeHKN
yuepba (MocneacTeuii) 3L0POBLIO OpraHM3ma/HaceneHns 1 BEPOATHOCTY COBOKYMHOro BO3AENCTBMSA nopaxkatoLmx daktopos HC.

KntoyeBble cnosa: yrpo3bl U PUCKN 300POBbIO; YpesBblHaiHasa CUTyaLmns; ynpaBneHe puckamu; NporHo3nMpoBaHmne yrpo3 1 PUCKOB; BEPOSTHOCTb Yrpos;
anngemun; annapat VBJT; koedHbIn (hoHa,

Ans untuposanus: MensHrkos O.A., Kpaesoit C.A., BonexaH B.H. Yrposbl 1 prckn 300p0oBbIio NpW Ype3BblHariHbix CUTYaLMSaX: MEANKO-Bronornieckume,
NPOrHO3HO-aHaNUTUYeCKe 1 MaTeMaTUYeckne acnekTbl. MeauumHa akcTpemasibHbix cuTyauymi. 2024;26(4):13-20. https:/doi.org/10.47183/mes.2024-
26-4-13-20

®durHaHcmpoBaHme: paboTa BbINOSHEHa 6€3 CMOHCOPCKOM MOAAEPKKI.

MoTeHumanbHbli KOHMKT UHTEpecoB: B.H. bonexaH — 4neH pefakumoHHON Konnernm xypHana «<MeguumHa akcTpemarbHbIX cuTyaumniis. OcTtanbHble
aBTOPbI 3a9BNAOT 06 OTCYTCTBUN KOHMDANKTA NHTEPECOB.

><1 MenbHukos Oner Anekcanaposid omelnikov@cspfmba.ru

Cratbsa noctynuna: 06.08.2024 Mocne pgopabotku: 14.11.2024 MpuHaTa k ny6nukauum: 15.11.2024

INTRODUCTION

The methodology for assessing health threats and risks is
currently becoming increasingly in demand in the public
management of sanitary and epidemiological welfare of the
population [4]. The relevance and significance of this issue
can be primarily attributed to the fact that the health of the
Russian population is considered to be the main value of
the country and one of the most important national security
criteria. This makes it important to study the essence of
threats and risks to human health.

Within the general methodology, new biomedical, pre-
dictive analytical, and mathematical approaches are being
developed both in the system for biological risk monitor-
ing of the Federal Medical and Biological Agency (FMBA)
of Russia and in the state system for socio-hygienic mon-
itoring to assess and analyze health threats and risks in
emergencies. These issues require a scientifically based
comprehensive consideration drawing on various scientific
fields, including medicine, biology, management, predic-
tion, sociology, and mathematics (probability theory, set
theory, measure theory, etc.). To solve this problem, the
authors used a convergent approach, paying special at-
tention to the role of effective threat and risk management,
which has a significant impact on the quality of life of peo-
ple exposed to adverse factors in emergency situations.

The present work aims to improve the technology for
analyzing and predicting threats and risks to human health
in emergency situations using a convergent multidiscipli-
nary approach.

MATERIALS AND METHODS

The database “Regulatory Legal Acts on Radiation,
Chemical, and Biological Monitoring” created at the Centre
for Strategic Planning (FMBA) served as a basis for analyz-
ing regulatory documents [7]. As the information platform
in this study, we used the information system of the Federal
Information and Analytical Center for Monitoring Biological
Risks, which aggregates data on the monitoring of biologi-
cal risks falling within the FMBA competence. The predic-
tive and analytical part of the study was scientifically justi-
fied using the database “Methods of Scientific Prediction”
created at the Centre for Strategic Planning (FMBA), which
contains systematized prognostic methodological informa-
tion [8].

The theoretical methods used in the study include
logical methods (analysis and synthesis of knowledge;
analogy method), mathematical methods (modeling,
probability theory, measure theory, graph theory, and
set theory), and the method of theoretical generaliza-
tion.
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RESULTS

Primary source and evolution of the health risk
concept

The primary source of the risk concept is considered to
be the medieval work “The Salerno Code of Health” by the
alchemist Arnold de Villa Nova (Arnoldus de Villa Nova,
1235-1311) from the Salerno Medical School near Naples,
which is claimed to be the oldest medical school in Europe.
In his work, the scientist presented data on various factors
leading to diseases, considering, among other things, their
combined effect, thus laying the foundation for a system-
atic approach to diseases [17].

Subsequently, the understanding of the essence and
assessment of health risk factors underwent repeated
evolutionary changes resulting from the adoption of vari-
ous foreign (USA and Europe) and Russian approaches
(in the late 20th century and at the dawn of the 21st cen-
tury). Empirical research has long used attributive risk as-
sessment to determine what part of the current disease
burden is due to the accumulated effect of all previous
exposures [1].

It is currently relevant to address issues related to the
probability and severity of biomedical consequences that
occur following the emergence of physical, chemical, and
biological factors and exposure to them.

The article considers physical, chemical, and biologi-
cal threats and risks to the health of citizens in natural or
man-made emergencies. The concept of an emergency
situation is defined in GOST R 22.0.02-2016 as a situation
in a territory that has developed as a result of an accident,
a dangerous natural phenomenon, a catastrophe, a natural
or other disaster that may or have led to human casualties,
damage to human health or the environment, significant
material losses, and disruption of people’s livelihoods. The
risk of an emergency is defined as a measure of danger
in an emergency situation, combining the probability of an
emergency and its consequences [3].

Definitions of threats and risks: analysis of modern
legislation of the Russian Federation

We analyzed the modern legislation of the Russian
Federation, including the main normative legal acts and
standards defining the concepts of threats and risks. The
following documents were identified from the list: the Law
of the Russian Federation No. 2446-1 as of 03/05/1992
“On Security”; Federal Law No. 492 as of 12/30/2020
“On Biological Safety in the Russian Federation”; Decree
of the President of the Russian Federation No. 97 as of
03/11/2019 “On the Fundamentals of State Policy of
the Russian Federation in the Field of Chemical and
Biological Safety for the Period up to 2025 and Beyond”;
“Guidelines for Assessing the Risk to Public Health
when Exposed to Chemicals Polluting the Environment”
(R 2.1.10.1920-04); Federal Law No. 184 as of 12/27/2002
“On Technical Regulation”; “Guidelines for Assessing the
Risk to Public Health when Exposed to Chemicals Polluting
the Environment” (R 2.1.10.3968-23); Federal Law No. 7
as of 01/10/2002 “On Environmental Protection”; GOST
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R 22.0.02-2016; GOST R 70620-2022; GOST ISO 12100-
2013, etc.

The conducted study shows that the conceptual frame-
work related to the categories of “threats and risks” in the
Russian legislation can be found in a single information
space; exhibits equally structured logical semantic (essen-
tial) relationships between these concepts, which repre-
sent the risks of consequences depending on the types
and nature of threats; exhibits no contradictions; differs
logically depending on the application areas.

Here are some definitions. In general, the “safety
threat” is defined in the Law of the Russian Federation “On
Security” as a set of conditions and factors that pose a
danger to the vital interests of the individual, society, and
the state [5].

In the Federal Law “On Biological Safety,” a biological
threat (danger) is the presence of potentially dangerous
biological objects, as well as the presence of internal (locat-
ed on the territory of the Russian Federation) and external
(located outside its territory) dangerous biological factors,
that can lead to the emergence and (or) spread of diseases
with the development of epidemics, epizootics, epiphytot-
ics, and mass poisoning, exceeding the permissible level of
biological risk. Biological risk is defined as the probability
of harm (taking into account its severity) to human health,
animals, plants, and (or) the environment as a result of ex-
posure to dangerous biological factors [16].

In R 2.1.10.3968-23, danger is a set of properties of en-
vironmental factors (or a specific situation) that determine
the ability to cause adverse health effects under certain ex-
posure conditions. In this case, risk is considered a char-
acteristic of danger depending on the level of exposure to
a chemical factor and the specifics of its actual or potential
effects under specific conditions. Risk is the probability of
harm to the life and health of citizens, property of individu-
als and legal entities, state or municipal property, as well as
habitat, life, or health of animals and plants, taking into ac-
count the severity of this harm. Health risk is the probability
of harm to human life and health or a threat to the life or
health of future generations, taking into account the sever-
ity of this harm, due to the impact of environmental factors
[14]. In other words, health risk is defined as a combination
(product) of the damage probability and the severity of this
damage [9].

R 2.1.10.1920-04 clarifies that the risk, unlike danger,
is the result of actual or potential exposure to a chemical
compound and depends on exposure and the specifics of
particular exposure conditions [13].

World Health Organization (WHO): health hazards
and risks

In the WHO practical guidelines for biological safety under
laboratory conditions, a dangerous factor is defined as
an object or situation that can lead to negative conse-
quences when an organism, system, or group (subgroup)
of the population is affected by it. The concept of risk is
defined as a combination of the incident probability and
the severity of harm (consequences) if this incident oc-
curs. It is emphasized that a dangerous factor does not
become a “risk” until the probability and consequences
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of this dangerous factor causing harm are taken into ac-
count [19].

The fourth edition of WHO guidelines presents the re-
sults of research on how the likelihood and consequences
of danger affect health risk [11]. For example, the likelihood
of exposure to cigarette smoke, which is a common hazard,
depends on the situation. The impact will be greatest for a
smoker, moderate for passive smokers, and smallest for a
person using respiratory protection or staying in smoke-
free areas. The effects of exposure to cigarette smoke can
vary from mild nausea and irritation of the respiratory tract
to various heart and lung diseases, cancer, and even a fa-
tal outcome, depending on cigarette toxicity, the frequency
and duration of exposure, as well as other factors related to
human sensitivity.

Phases of threats and risks to health in emergencies

The study logic required the identification of three main
phases of the process involving the emergence of health
threats and risks and their management; the relevant data
are presented in Figure 1.

The phase involving the emergence of the threat and
potential risks (1) includes the following stages:

1) occurrence and development of emergency situa-
tions (as a source of threats);

2) occurrence of adverse factors of physical (including
radiation), chemical, and biological nature and their mani-
festations;

3) existence of circumstances and creation of condi-
tions under which the contact of a dangerous chemical,
physical, or biological agent with the human body is pos-
sible.

The phase of threat realization and occurrence of real
risks (Il) is characterized by the adverse effects of physical,
chemical, and biological factors on the body. The concep-
tual apparatus of this phase (for example, with chemical
exposure) includes “exposure, dose/concentration, effect.”

The phase of managing real risks and eliminating the
consequences of an emergency (lll) involves the provi-
sion of medical and sanitary assistance, which is intended
to prevent and eliminate damage to health. For example,
when the body is exposed to chemicals, the conceptual

Threats (T)

occurrence and development
of emergency situations
(as a source of threats)

exposure

P (T) — probability
of a threat

occurrence
of adverse
factors

|. Phase involving the emergence
of the threat and potential risks

The figure was created by the authors

Fig. 1. Phases of threats and risks in case of emergency

dose

Il. Phase of threat realization
and occurrence
of real risks

apparatus of the phase includes “response, disease, and
outcome.”

Biomedical view of physical, chemical, and biological
threats and risks in emergencies

Depending on the type of emergency, the phases have
clear or blurred boundaries since the emergent adverse ef-
fect may be of a short-term (sometimes instantaneous) or
prolonged temporary nature. Short-term effects occur, for
example, when lightning strikes a group of people standing
under a tree (lightning discharges of natural origin). Adverse
factors can manifest themselves in various forms: electro-
magnetic pulses, light radiation, high-temperature effects,
and shock waves. All systems of the body can be affected:
musculoskeletal, respiratory, cardiovascular, genitourinary,
endocrine, nervous, sensory, visual, etc. Aside from vision
loss, seizures, paralysis, stroke, and heart attack, this can
sometimes cause chronic headaches and memory prob-
lems.

It is generally believed that natural emergencies are
hard to predict. However, it is possible to predict the oc-
currence of adverse factors and take preventive measures
against them, thus reducing the likelihood of threats and
risks, as well as the level of their impact on health, that is, to
manage health threats and risks.

For example, the typical natural emergencies of Yakutia
are spring and summer floods. The flood changes the
structure and functional connections of natural foci and
leads to a wide spread of pathogens of bacterial, viral, and
rickettsiosis infections, thus significantly increasing the in-
tensity of contacts between the population and natural foci.
During a flood, the risk of infectious diseases (viral hepati-
tis A, dysentery, and typhoid fever) rises. In flooded areas,
water supply is disrupted, and the risk increases of the river
being polluted from sewage, cattle burial grounds, and
cesspools; from warehouses by pesticides and petroleum
products, etc. As a result, the probability of epizoaotics rises,
and the risk of people contracting infectious and parasitic
diseases increases (leptospirosis, tularemia, hemorrhagic
fever with renal syndrome, yersiniosis, pseudotuberculosis,
toxoplasmosis, etc.). The burden on infectious hospitals
grows. Due to overcrowding, the airborne transmission of

Risks of Consequences (RC)

P (RC)=P (T) x P (CP)
effect
response
desease

outcome

P (CP) — conditional probability
of consequences

lll. The phase of managing real
risks and elliminating the
consequences of an emergency
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ARVI (acute respiratory virus infection) and other pathogens
increases.

Yakut specialists analyzed factors associated with
the maximum water levels during the spring flood; the
combination of these factors often leads to catastrophic
floods. In order to make effective decisions aimed at
minimizing risks, a mathematical solution using Bayesian
networks was proposed. In particular, the Bayesian net-
work was used to analyze the probability of certain con-
ditions with various combinations of selected factors and
investment amounts in the form of preventive measures
[15].

All emergencies that result in chemical pollution are as-
sociated with long-term exposure: for example, industrial
waste incineration at a landfill, accompanied by emissions
into the atmosphere and the spread of toxic combustion
products toward the residential area. Threat prevention
can be accomplished through proactive measures: from
landfill remediation to the evacuation of population from the
predicted spread area. According to experts, despite the
extensive regulatory framework developed in the Russian
Federation for the permissible content of chemicals in the
atmospheric air (1300 maximum permissible concentra-
tions and 450 approximately safe impact levels), most ex-
amined sources of pollutants entering the atmosphere are
not currently regulated by legally approved hygienic stand-
ards [12]. This fact complicates the early and short-term
planning and management of health measures to eliminate
the consequences; in other words, risk planning and man-
agement.

Recent years have seen an increase in the number of
diseases associated with new pathogenic viruses, with
the exacerbation of diseases caused by them and the in-
volvement of new regions previously untouched by these
diseases. Experience shows that infectious diseases
caused by new strains of viruses, which had high viru-
lence and the potential for multiple mutations, had a rather
severe course in the early stages, with a high mortality
rate per the total number of infected people, and were
also difficult to treat with the use of chemotherapy drugs
[2]. About 20% of patients needed artificial lung ventila-
tion. During this period, planning and risk management
were objectively insufficient, which affected the epidemi-
ology of morbidity [10]. According to the authors, the lack
of immunization among doctors and nursing staff had a
negative impact on the situation since a sharp reduction in
the number of available qualified staff increased the risk of
a severe course and outcome of diseases in patients. The
most popular ways to prevent threats caused by epidem-
ics and pandemics are scientifically based sanitary and
anti-epidemic (preventive) measures: preventive vaccina-
tion, emergency prevention, disinfection, and restrictive
measures.

Scientific and practical assessment of health threats
and risks and their main characteristics

Health risk assessment constitutes one of the compo-
nents of risk analysis, which includes risk assessment,
risk management, and risk communication. From the
scientific point of view, risk assessment is a consistent
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systematic consideration of all aspects of the impact
that the analyzed factor has on human health, includ-
ing the justification of acceptable exposure levels. In
scientific and practical applications, the rationale for
the risk assessment task consists in obtaining and
summarizing information about the possible environ-
mental health impacts; in the hygienic justification of
the optimal management decision to eliminate and
mitigate risk; in optimizing the control of exposure lev-
els and risks [14].

Proceeding from the above, the threat to health in an
emergency is defined as a set of phenomena, processes,
and factors that contribute (in the context of the occur-
rence and development of natural or man-made emer-
gencies) to the emergence of adverse effects of harmful
physical, chemical, and biological factors on the body.
The health risk in an emergency is also characterized as
a measure of danger to health, combining both the likeli-
hood of health threats in an emergency and the conse-
quences of adverse effects for human life and health and
future generations.

Predictive and analytical aspects

The basis of information and analytical support for the de-
velopment and implementation of management decisions
consists in the monitoring of physical, chemical, and bio-
logical risks, as well as social and hygienic monitoring.

The stages and components of analytical and practi-
cal monitoring are as follows: data collection, identifica-
tion of threats and risks, their verification and analysis,
situation modeling, prediction of how the situation is going
to develop in the present and future periods, and develop-
ment of appropriate solutions. The analysis and prediction
results serve as a reliable basis for developing medical,
sanitary-epidemiological, hygienic, socioeconomic, or-
ganizational, and technical measures for effective man-
agement aimed at eliminating and localizing threats and
risks of emergencies.

In the modern theory and practice of prediction, a sig-
nificant number of different methods are available [8], as
well as approaches to their application. These approach-
es are not limited to using a single method. It is common
to use a combination of various prediction methods: for
example, information and computer modeling in combi-
nation with probabilistic and statistical methods, etc. The
combined approach in prediction should be considered
the most promising. To increase the reliability and ac-
curacy of predictions, a scheme is used to compare the
results of various prediction methods that validate and
complement each other or demonstrate any discrepan-
cies in the obtained predictive estimates for their cor-
rection.

Predictive and analytical approaches are currently
based on advanced ideas and mechanisms, including risk-
based technologies, digital certification of territories and
objects, active use of geoinformation developments, as-
sessment procedures drawing on the combination of es-
timated and field data, situation modeling under changing
or specified conditions, consideration of combined impact
factors, etc. [20].
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Mathematical aspects of assessing and predicting
health threats and risks in emergencies

Characterizing the risk through a measure of health haz-
ard that combines the probability of health threats occur-
ring in an emergency and the consequences of adverse
effects for life and health, we define the risk value as the
mathematical expectation of the product of a function for
assessing damage (consequences) to the health of an or-
ganism/population and the probability of combined impact
of adverse factors in an emergency (Fig. 1).

R(X) = [ Flx) x P(x) dx, (1)
Note: R — risk;
X — adverse effects;
R(x) — integral risk measure;
F(x) — function for assessing damage (consequences) to
health with exposure to an adverse factor;
P(x) — the probability of an adverse effect occurring in an
emergency.

If a probabilistic approach and, accordingly, a proba-
bilistic function are used to determine the measure, then
the laws of probability theory and mathematical statistics
should be applied in the calculation method. In this case,
the function F(x) is probabilistic in character. The resulting
integral function R(x) is also probabilistic, and its values R(x)
are always less than or equal to one.

Let us denote the threat by T, the probability of the
threat (more precisely, the occurrence probability of an
adverse effect) is P(T). The risk of health consequences is
denoted by CR. Then, the probability of a consequence
risk — P(CR) — will be expressed through the product for-
mula:

P(CR) = P(T) < P(CP), @

where P(CP) — conditional probability of consequences
(given the occurrence of a probabilistic event, i.e., the im-
pact of an adverse factor).

It follows from Eq. (2) that the lower the probability of
a threat, the lower the risk. In the absence of a threat, the
risk is zero. Similarly, the lower the conditional probability of
consequences that an adverse effect can have, the lower
the risk of these consequences. In the absence of conse-
quences, there is no risk.

The additional probability of a disease associated
with the combined effect of climatic and chemical fac-
tors is calculated from the modeling of cause-and-effect
relationships using multiple regression analysis. The
construction of mathematical models uses data on mor-
bidity in the context of classes of diseases or nosologic
forms, which are affected by both climatic factors and
chemicals, with the latter, in turn, being influenced by
climatic factors [9, 18].

Hygienic approaches and calculations distinguish
between a priori (predictive) risk based on dose-ef-
fective hygienic-normalized effects and a posteriori
(real) risk based on a statistical assessment of actual
events.

An example algorithm for predictive and analytical
calculation of indicators characterizing the resource
capacity of the healthcare system to adequately
respond to a biological threat

Let us consider a specific example and calculate the fi-
nal values. Problem statement: in the city of Z with a
population of ten thousand people, during the period (T)
1000 people contracted an infectious disease “X” dur-
ing an epidemic, 200 people were hospitalized, and 20
people were placed on a ventilator due to the severe
course of the disease — (E). During the same period, T
depends on the diseases characteristic of this city and
time of year: 100 patients were reported (N), ten people
were admitted to hospital (C), and two patients required
a ventilator (F). It is necessary to perform a predictive
calculation of the hospital bed capacity and artificial lung
ventilation (ALV) units for the city R with a population of
twelve thousand people and the impending epidemic of
“X” for the same period (T) if it is known that socioeco-
nomic and sanitary characteristics in cities are similar.
All events that involve contracting different diseases are
incompatible.

To solve this problem, we will construct a predictive
graph, a tree of elementary events, using a group of logi-
cal and a class of formalized prediction methods [6]. First,
we will calculate an a posteriori estimate for the city of Z
using a graph in which elementary events are represented
by the vertices of chains running from the original vertex
Z to the final vertices. The corresponding data are shown
in Figure 2.

The probability of the disease spreading through
the city of Z during an epidemic is calculated as follows:
P, = M/Z = 1000/10,000 = 0.1. By analogy: the prob-
ability of contracting a characteristic nosologic disease
is P, = 0.01; the probability of hospitalization during an
epidemic is P,,, = 0.2; the probability of hospitalization
with characteristic diseases is P, = 0.1; the probability of
a medical organization using ALV during an epidemic is
P .. = 0.1; the probability of ALV use in patients with charac-
teristic diseases is P, = 0.2.

Let us transform the event tree into a probability graph,
where the edges of the tree are the probabilities of chain
events (Fig. 3).

In order to find the probability of an elementary event,
that is, a chain, it is necessary to multiply the conditional
probabilities along this chain. So, the probability of hos-
pitalization due to an infectious disease “X” is equal to
Poua = Poy x Pya =01 x 0.2 =0.02, where P, is the prob-
ability of disease caused by an epidemic; P,,, is the condi-
tional probability of hospitalization due to the disease “X.”

The probability of hospitalization in the city of Z
is equal to the total probability of elementary events:
Priose = Pavat Pane = Py * Pya+ Py x Py = 0.021. By ana-
logy, the probability of ALV use in the city of Z amounts to
R = Povae + Poyor = 0.0022.

For the city of R with a population of twelve thousand
people and the impending epidemic of “X,” the predictive a
priori calculation of hospital bed capacity and ventilators for
the period of T is performed as follows:

e Hospital bed capacity: R x P = 12000 = 0.021 = 252.

HOSP
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Fig. 2. Graph showing the tree of elementary events

Note: the number in parentheses indicates the number of people involved
in elementary events: those who are ill, hospitalized, and placed on ALV; the
dashed line represents a transition to alternative and/or insignificant events to
be considered.

e Reserve of ALV devices: R x P, , = 12000 x 0.0022 =

ALV
= 26.4; that is, at least 27 devices.

Another prediction method acceptable for calculations
under epidemic conditions is modeling using compartment
models (in particular SIR models) that describe the spread
of the disease and divide the population into groups called
compartments. SIR (Susceptible—Infected—Recovered)
models are based on a system of differential equations that
express the dynamics between different epidemiological
conditions of the population, with recovery providing rela-
tively long-term resistance.
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