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Introduction. The activity aimed at biological risk monitoring (BRM) ensures timely response against emerging biological threats in order
to prevent their negative impact on human health. The improvement and further development of the existing network of BRM of the Federal
Medical and Biological Agency (FMBA) of Russia requires understanding of its functioning principles.

Objective. Substantiation of the functioning principles of the BRM network in the entitled territories and organizations of the FMBA.
Materials and methods. The study was conducted using the automated information system of the FMBA Center for BRM, which aggregates
BRM data from the territories and organizations serviced by FMBA. The methods of systems analysis, reverse engineering, classical logic,
analysis, synthesis, comparison, generalization, categorization, and classification were used.

Results and discussion. A comprehensive study of the operating BRM network of FMBA was conducted. Its aims, objectives, functions,
characteristics, and activities were examined. Using the method of reverse engineering, 19 key principles of the BRM network were substanti-
ated. These principles were classified based on stratification of classes according to the types of activities that ensure the BRM network func-
tioning as a complex organizational system. As a result, the principles were distinguished into informational and technological, organizational
and managerial, and scientific and practical classes.

Conclusions. The functioning principles of the MBR network in the territories and organizations serviced by the FMBA were identified, formu-
lated, substantiated, and classified. These include the use of the systems approach, the principle of continuous monitoring and reporting, the
principle of comprehensive information and analytical support, etc. The results obtained can be used as the basis for decision making when
optimizing the technology of BRM monitoring by FMBA.
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NPUHUUMbI ®YHKUNOHUNPOBAHUA CETU MOHUTOPUHIA BUOJIOTMYECKNX PUCKOB
HA TEPPUTOPUAX N B OPTAHU3ALIUAX, OBCNY>XKUBAEMbIX ®PMBA POCCUN

O.A. MenbHukoB™, B.H. BonexaH, C.A. Kpaeol

LleHTp cTpaTermndeckoro nnaHMpoBaHKs 1 ynpaBneHust Meamko-oronormdeckummn puckamm 3gopossbio PMBA Poccun, Mocksa, Poccust

BeepeHune. MoHuTOpuUHr 6rionormndeckunx pruckos (MBP) obecne4nsaeT CBOEBPEMEHHOE pearpoBaHmne Ha BO3HUKAIOLLIME BUONOrn4eckmne
Yyrpo3bl 1 NPefoTBpaLLEHNE NX HEraTUBHOIO BO3AENCTBIMS Ha 300P0Bbe YenoBeka. [ns coBepLUeHCTBOBaHWA 1 pas3suTnsa cet MBP ®MBA
Poccumn HeobxoayMo 3HaHVe 1 NOHUMaHWe NPUHLMNOB ero yHKLMOHNPOBAaHNS.

Llenb. Hay4Hoe o60CcHOBaHWE MPUHLIMAOB PYHKUMOHMPOBaHns cetn MBP Ha Tepputopursax 1 B opraHmdaumnsx, obcnyxvsaembix PMBA
Poccun.

MaTepunanbl n meTofpl. VIHthopmaLVoHHOM NNaThopMon ANa NCCNeA0BaHNS NOCY>Ka aBToOMaTM3MpoBaHHas MHPOPMaLMOHHasA cncTe-
mMa PefepanbHOro MHPOPMaLMOHHO-aHaMMTUHECKOrO LieHTPpa MOHMTOPUHIa brionormndecknx puckos ®MBA Poccun (PNALL MMBP ®MBA
Poccun), arpervpytollast gaHHbie MBP Ha Tepputopusix 1 B opraHmsaumsx, obcnyxvsaembix ®PMBA Poccun. ccnegosaHvie nocTpoeHo
Ha NPUMEHEHWN Hay4YHbIX METOL0B CUCTEMHOIO aHanMaa, 06paTHOrO MHXXUHMPUHIE, KNAaCCUHEeCKOo NOMVKK, aHannaa, CrHTe3a, CpaBHEHS,
00006LLEHNSA, KaTeropnaaLmm 1 Knaccugurkaumm.

PesynbTathl 1 nx obcyxxaeHue. NpoBeneHo BCeCTOPOHHEe nccnenoBaHmne aenctaytollen cetn MBP ®MBA Poccun. PaccMoTpeHbl 1 fe-
TaNbHO NPOaHaNM3NPOBaHbl Liefib, OCHOBHbIE 3afa4n, (hyHKLMW 1 HanpasneHns aeatensHoCTH co3naHHon cetv MBP, ee ceoiicTea, xapak-
TEPUCTUKN N OCOBEHHOCTN. Ha OCHOBaHUM MPUMEHEHNS MeToAa 0BPaTHOIO MHXUHMPUHIA 060CHOBaHbI 19 KOYEBbIX MPUHLMMOB paboThl
cetn MBP. PaspaboTtaHa v npeactasneHa knaccugukaums nepeqncneHHbiX NPUHLMMNOB, OCHOBAHMEM [N KOTOPOW MOCY XN NMPU3HaK
paspeneHns Ha knaccbl No BuaaM AedTensHOCTH, obecnedmsalowen dMyHKLUMOHpoBaHne cetn MBP kak CRoXHOM opraHn3aunoHHON cu-
cTembl. B pesynbrate BbigeneHo 3 knacca NpUHUMNOB: MHMOPMALIMOHHO-TEXHONOMMYECKOW, OPraHn3aLOHHO-YNPaBIeH4YEeCKOM 1 HayYHO-
NPaKTUHECKON HanpaBAeHHOCTU.

3akntoyeHne. 1o pesynsratam NPoBeAeHHOro NCCnefoBaHns Oblnn onpeaeneHsl, cchopmynmpoBaHbl, 060CHOBaHbI 1 KnaccuuumpoBaHsbl
MPUHLMMALI (hyHKLMOHUpoBaHns cetr MBP Ha Tepputopusax n B opraHmnsaumsx, obcnyxvsaembix PMBA Poccun. Cpeaun HYX: CUCTEMHBI
noaxom, NPVHLMN HENPEPbLIBHOCTW MOHUTOPMHIa 1 NPeACTaBNEHVS ero Pe3ynsTaTos, MPUHLMM KOMMIEKCHOCTU MH(POPMaLMOHHO-aHaNnT1-
4eCKOro obecne4veHrs 1 HekoTopble Apyrvie. Hay4Hoe 060CHOBaHME KNOYEBbIX MPUHLMNOB, 6a3MpytoLLIEECs Ha pedybTaTax cCnefoBaHns
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npoLeccoB PyHKLUMOHNPOBAHKSA CETY MOHUTOPUHIA, OyAeT CNoCOOCTBOBATb BbIPaboTKe MPEAOXKEHN MO ONTUMM3ALMN 1 COBEPLUEHCTBO-
BaHMIO TEXHONOMMN MOHUTOPUHra bronormndecknx puckos PMBA Poccum.
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INTRODUCTION

At present, the issues of biological safety are acquiring
a greater importance and relevance. According to the
experts of the Federal Medical and Biological Agency
(FMBA) of Russia [1], the objective need to create an
effective biosafety system is determined by the grow-
ing biological threats posed by various types of infec-
tions caused by pathogenic and opportunistic micro-
organisms (e.g., Flavivirus, SARS-CoV-2, MERS-CoV,

and Ebola viruses), as well as ESKAPE pathogens (a

group of multi-drug resistant bacteria, mostly respon-

sible for nosocomial infections — Enterococcus fae-
cium, Staphylococcus aureus, Klebsiella pneumoniae,

Acinetobacter baumannii, Pseudomonas aeruginosa,

Enterobacter spp.). The antimicrobial resistance of these

microorganisms has increased dramatically, having

reached pandemic proportions [2, 3].

FMBA is responsible for the health and sanitary-epi-
demiological well-being of employees in more than 730
organizations with highly hazardous working conditions,
including radiation, chemical, and biological risks. The
FMBA provides support to more than 3.3 million peo-
ple residing and working in 20 closed administrative-
territorial entities, 39 satellite cities, and science cities in
59 Russian regions and on the territory of the Baikonur
complex. FMBA is responsible for ensuring the biological
safety and security of the personnel in the government-
approved list of territories and organizations (referred to
as entitled territories and organizations).

Activities in the field of biological risk monitoring
(BRM) are aimed at timely response to emerging biologi-
cal threats in order to prevent their negative impact on
human health, including the following:

e dentification, analysis, prediction, evaluation, and
biological risk ranking based on unified criteria ap-
proved by the Russian government;

e accumulation of data and its implementation to as-
sess the effectiveness of measures aimed at ensur-
ing biological safety;

e development of measures to prevent and reduce bio-
logical risks, improve the protection of the population
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and the environment from the effects of dangerous

biological factors, and mitigate biological threats.

In order to address these problems, the FMBA of
Russia has established a BRM network, which has been
operating since January 2022 in the entitled territories
and organizations.

The growing amount of biological threats and the as-
sociated health risks determine the importance of ana-
lyzing the processes and functioning principles of the
FMBA BRM network with the purpose of its optimization
and further development based on the evidence-based
approach. There is a lack of research studies that would
substantiate the functioning principles of BRM technolo-
gies in general and the BRM network operated in the enti-
tled territories and organizations of FMBA. These circum-
stances determine the relevance and novelty of this study.

In this article, we set out to develop a scientific basis
for the functioning principles of the network of biological
risk monitoring in the entitled territories and organiza-
tions of the FMBA of Russia.

MATERIALS AND METHODS

The study was based on Russian and foreign publica-
tions in peer-reviewed scientific journals presented in
electronic bibliographic databases in the Russian (eLi-
brary, CyberlLeninka) and English languages (Web of
Science, Scopus, PubMed, Google Scholar, Cochrane
Library).

The FMBA database “Regulatory Legal Acts of
Radiation, Chemical and Biological Monitoring” and the
regulatory legal documents of the BRM network database
(FMBA) were used to analyze the content of legal docu-
ments. The automated information system of the FMBA
Center for BRM, which aggregates data on biological risks
monitoring in the entitled territories and organizations of
FMBA, served as the information platform for the study.

The study was conducted using the methods of
systems analysis and reverse engineering [4], as well
as general scientific methods, including classical logic,
analysis, synthesis, comparison, generalization, catego-
rization, and classification.
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RESULTS AND DISCUSSION

The processes and operations of the FMBA BRM net-
work were studied based on the data provided by the
FMBA Information Analysis Center. The aims, objec-
tives, functions, and activities of the established MBR
network, as well as its properties, characteristics, and
features, were thoroughly examined. In total, 19 key prin-
ciples of the BRM network were identified, formulated,
and justified. The FMBA BRM network is a complex or-
ganizational system, which functions based on operat-
ing principles.

Principle of the network architecture of biological
risk monitoring

The organizational architecture of biological risk moni-
toring in the entitled territories and organizations of
FMBA is a geographically and functionally distributed
network of governmental institutions participating in
the BRM network, consisting of subordinate medical
organizations (177); microbiological research organiza-
tions (56); blood supply service institutions (17); territo-
rial authorities (63), and other institutions of the FMBA
of Russia (5) (Fig. 1).

As of today, the BRM network comprises 318 FMBA
organizations, including six reference centers based at
leading research and medical FMBA organizations, two
of which have a federal status. Since January 1, 2022,
the FMBA has established the Biological Risk Monitoring
Information Analysis Center, which serves as the coordi-
nating authority (coordinator) of the BRM network.

The FMBA BRM Information Analysis Center solves
the following tasks:

e gctivity coordination of the BRM network within the
established FMBA scope;

Coordinati thority of the Biol

Risk Monito'? Network

Reference Center
Created in leading research and medical
organizations of the Russian Federal
Medical and Biological Agency

e collection and processing of information about bio-
logical threats in the entitled territories and organiza-
tions, as part of: medical activity; federal state epi-
demiological surveillance (supervision); state control
(oversight) over the safety of donor blood and its
components;

e continuous monitoring of biological risks using the
information resources of the FMBA BRM Information
Analysis Center, including identification, analysis,
forecasting, evaluation, and biological risk ranking in
accordance with unified criteria;

e prompt reporting to the FMBA management on the
identified biological threats in the entitled territories
and organizations;

e resource support monitoring of the FMBA medical
organizations for carrying out diagnostic, preventive,
medical, and rehabilitation measures in the event of
biological threats in the entitled territories and organi-
zations.

The structure of the Center includes two adminis-
trations: data collection and analysis, forecasting and
assessment of biological risks. Taking into account the
specifics of their activity, the following structural units
have been formed (Fig. 2). Thus, the principle of BRM
network architecture is implemented.

Principle of prioritization of compliance with the
intended purpose

This principle is determined by the FMBA priority of
protecting human life and health. The main purpose of
establishing the network of biological risk monitoring
was to create a reliable mechanism for monitoring bio-
logical risks in the entitled territories and organizations of
FMBA, in accordance with Federal Law No. 492-FZ" and
the relevant Decree of the Russian government.

Blood supply service
2 Blood centers

3 Hemotransfusion station
| 12 Donor plasma centers

=l
' IO
=ik

[ 63
+ Territorial authorities

35 Inte gionalcﬁrectorates

B Territorial subdivisions

4

Research institutes with laboratories

Research centers
without a clinical base

Figure prepared by the authors
Fig. 1. FMBA Biological Risk Monitoring network

' Federal Law No. 492-FZ dated 30.12.2020, “On Biological Safety in the Russian Federation”.
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Therefore, the main purpose underlying the organi-
zation of the BRM network was to ensure the biological
safety of the FMBA personnel. In this regard, the principle
of compliance with the intended purpose, or the target
purpose principle, has been identified as one of the main
functioning principles of the BRM network. All network
activities are subordinated to this main purpose, which is
given absolute priority: ensuring the biological safety of
the FMBA work force, as well as protecting the environ-
ment from the effects of hazardous biological factors.

Principle of relying on a regulatory framework

Currently, the FMBA have developed regulatory legal
acts that govern the process of biological risk monitor-
ing in its entitled territories and organizations. The legal
basis for the creation and operation of the BRM network
is the Federal Law?, Russian Federation Presidential
Decree?®, Decrees of the Russian Government, depart-
mental regulatory legal acts.

At present, the database of regulatory legal docu-
ments, created in the FMBA BRM Information Analysis
Center, comprises 69 documents regulating the BRM
network activities. These include Federal laws of the
Russian Federation, Russian Federation Presidential
decrees, resolutions and executive orders of the
Government of the Russian Federation, departmental
orders and instructions of the FMBA, departmental or-
ders of the Ministry of Health of Russia, Sanitary Rules
and Regulations, National State Standards, orders and
instructions of the Centre for Strategic Planning of the
FMBA, recommendations, instructions and methods of
the FMBA MBR Information Analysis Center.

The current regulatory legal framework is the legal
foundation for implementing state regulation measures
in the field of ensuring biological safety and counter-
ing biological threats. This foundation determines the
legal regulation of relations in the field of establish-
ing, applying, and enforcing mandatory requirements
for biological safety, including BRM, in the prevention
and occurrence of natural and man-made dangerous
biological situations of internal and external (cross-
border) origin caused by natural and anthropogenic
factors, as well as bioterrorist acts [5]. Thus, another
essential principle of the MBR network is that of rely-
ing on a regulatory framework, or the regulatory regu-
lation principle.

Principle of systems approach

This principle implies considering the BRM network as
a system that combines a holistic set of interconnected
elements [6]. The BRM network has the characteristics
of a complex specialized organizational system, includ-
ing the following:

e holism (the dependence of each element on its place
within the overall network “organism”);

e primacy of the whole (subordination of the purposes
of local elements to the main purpose of the entire
system);

e connectivity (the presence of intra-system relation-
ships between elements, including horizontal and
vertical connections);

e structural properties (the ability to represent a system
through the structure of connections and relations
between elements);

FMBA MBR
Information Analysis Center

Data Collection Administration

Department of Interaction with the
Biological Risk Monitoring Network

Department of Primary Control
and Data Verification

Department of Operational Duty
i Service

Figure prepared by the authors

Monitoring Network Development
and Coordination Department

Administration of Analysis, Forecasting,
and Assessment of Biological Risks

Department of Biological Risk Analysis

Department of Biological Risk
Forecasting

Biological Risk Assessment Department

Fig. 2. Structure of the FMBA Biological Risk Monitoring Information Analysis Center

2 Federal Law No. 492-FZ dated 30.12.2020, “On Biological Safety in the Russian Federation”.
8 Russian Federation Presidential Decree No. 97 dated 11.03.2019, “On the Fundamentals of the Russian Federation State Policy in the Field of Chemical and

Biological Security for the Period up to 2025 and Beyond”.
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e hierarchy/mono-centricity  (subordination of the
structural elements to a coordinator — FMBA BRM
Information Analysis Center);

e synergy (functioning of interconnected elements
such that generating qualitatively new properties of
the system, which are not a mere sum of the proper-
ties of its elements) and some others.

The systems principle allows not only assess-
ment of the integrity of the study object and the
connections between its elements, but also de-
termination of the sources and vectors of its
development [7].

The formation of the BRM network as a system that
functions both in planned and emergency modes re-
quired the determination of the object of this system’s
activities and the methodological approaches necessary
for developing its multi-level, hierarchically subordinate
structural and functional organization of elements cov-
ering the relevant functional spectrum of FMBA in the
field of biological safety. A detailed analysis of the BRM
network activity as a system is the subject of a sepa-
rate study, which should include, among other things,
the study of its properties, characteristics, and features,
as well as the system’s connections with the external
environment.

Principle of continuous monitoring and its results
reporting

The purpose-oriented activity of the BRM network,
regulated by relevant legal documents, determines
its continuous operation to implement its main tasks
and ensure the biological safety of FMBA personnel.
The geographical distribution of the entitled organi-
zations and territories of the FMBA of Russia, which
covers many time zones, necessitates the provision
of round-the-clock data collection and processing,
including continuous monitoring, screening, indica-
tion, identification, data verification, and etiological
diagnostics of the quantitative and qualitative state
of dangerous biological factors and risks to hu-
man health, including taking into account long-term
negative consequences for the present and future
generations.

An important component is the provision of timely
information, presentation to consumers of the results of
analysis and forecasting of biological threats and risks,
operational analytical and forecast information for the
organization of work to prevent, neutralize, or eliminate
threats and risks to health [8]. Information users are the
departments and management staff of the Centre for
Strategic Planning of the FMBA of Russia, the interested
agencies, the state information system in the field of en-
suring biological safety (GIS BB). The main principle in
this area of work is the principle of continuous monitor-
ing and reporting of results.

EXTREME MEDICINE | 2025, VOLUME 27, No 3

Principle of interconnectedness of information flow
management and data aggregation

Data aggregation is the process of combining and sum-
marizing data from disparate sources into a single data
set. The aggregation process prepares data for analysis,
making it easier to understand the patterns of informa-
tion flow [9].

The main tool of the FMBA BRM Information Analysis
Center is its information system (IS), which is used for
aggregation — collection and processing of data on bio-
logical threats and risks and formation of a single set of
data. Currently, more than 3500 users are connected
to the BRM IS. To date, the FMBA BRM Information
Analysis Center is equipped with a modern powerful
computing complex, which includes server equipment,
memory blocks for data storage, high-speed communi-
cation channels. The existing computing complex allows
achievement of the main tasks of BRM in the entitled
territories and organizations of FMBA. It also allows for
collecting and verifying any type of data.

Currently, the FMBA BRM Information Analysis
Center receives data in four information streams. The
first stream includes the submission of information by
medical organizations based on the results of labora-
tory tests. The second stream includes data submitted
by medical organizations based on the nosology of pa-
tients, including initial data. The third stream allows for
the aggregation of data based on confirmed diagnoses
through hygiene and epidemiology centers. The fourth
stream includes information about identified outbreaks
of infectious diseases and the respective measures
taken.

The development of information technologies has led
to a sharp increase in the speed and volume of data
transmission. The structure of information exchange is
changing significantly. The processes of data aggre-
gation and information flow management require con-
tinuous technological monitoring, including their control
and analysis, as well as the optimization of information
streaming and aggregation.

Principle of complex automation of information
processes and systems

Automation of information and technological processes
and systems is the introduction and use of advanced
information technologies and technical means that per-
form tasks and operations without direct human inter-

vention [10].

The automation of the BRM network aims to solve
the following tasks:

e reduction of monotonous routine work through the in-
troduction of technologies for data replication, trans-
mission, and interconnection, as well as the ability to
automate and solve simple and complex tasks;
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e expansion of the information and analytical capabili-
ties of specialists, analysts, and managers through
the creation of automated workplaces, the rapid
and scientific processing of large and diverse data,
including the use of artificial intelligence, neural net-
works, and hybrid methods;

e the ability to remotely obtain and share information,
and to interconnect data from different sources;

e identification of the logic behind violations of sanitary
rules and regulations.

Comprehensive automation includes the standardi-
zation and unification of equipment and software, the
rational integration of information technologies into the
existing workflow, ensuring the flexibility of the systems
being created and the optimization of information pro-
cesses, as well as the scalability and extensibility of the
functionality of information systems and their resistance
to failures.

The automated information system (AIS) of the FMBA
BRM Information Analysis Center provides for the auto-
matic input of data through the IP-interface, which en-
sures direct data collection from the information systems
of medical and laboratory organizations participating in
the BRM network. This approach ensures the prompt
collection of up-to-date and reliable information.

For automatic operation of IS in identifying biologi-
cal factors influencing changes in biological threats, the
average annual morbidity rates (population in the enti-
tled of FMBA) have been established as the threshold
for informing. When the specified threshold is exceeded,
measures are taken to analyze, predict, and assess bio-
logical risks. To ensure the effective operation of the au-
tomatic tracking system of biological threats (hazards),
reference books of threshold values are systematically
updated.

One of the main prospects for the automation de-
velopment is integration with artificial intelligence and
machine learning. To automate the monitoring of open
sources of information about possible biological threats
that can lead to an emergency, a subsystem based on
Al technology has been developed and implemented at
the FMBA BRM Information Analysis Center. This sub-
system allows for rapid and high-quality content analysis
of media news and social networks in order to identify
information about a possible biological threat.

Principle of a friendly interface

The user interface is an important component of any
automated, human-oriented system. A user-friendly (UF)
interface refers to the intuitive means by which a user
interacts with information systems, including data trans-
mission systems. A UF interface should have a minimal-
ist design and a high data loading speed.

In the information system of FMBA BRM Information
Analysis Center, special electronic forms are used to in-
teract with the BRM network participants. These forms
are designed to meet the specific needs of medical
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organizations, hygiene and epidemiology centers, dis-
trict medical centers, and territorial authorities. For spe-
cific events, data “showcases” and specialized user
“‘windows” are developed and implemented for partici-
pants in planned training sessions.

Principle of import substitution for software
products and hardware

An important technological feature of the present day
is the need to switch to domestic information tech-
nologies and software and hardware tools in order to
create a reliable domestic alternative to foreign ana-
logues. Currently, the FMBA BRM Information Analysis
Center carries out a transit to a domestic operating
system that provides the required degree of informa-
tion security and thereby reduces the vulnerability of
software tools.

Principle of effective management of network
activities

Various management levels of intra-network units and
structures, as well as external stakeholders and/or par-
ties in the monitoring process, are involved in informa-
tional, functional, and organizational cooperation within
the BRM network [11]. These include:

1. Internal network elements: subordinate FMBA
organizations — network participants and reference
centers; structural and functional divisions of the FMBA
BRM Information Analysis Center, including informa-
tion and analytical units for data collection, process-
ing, control, and verification; AlS information technology
support units; network coordination and development
units; operational duty service; contact center; the units
for ensuring the activities of the FMBA BRM Information
Analysis Center and the network development; training
units, etc.

2. External information users, suppliers, and sources
of information: administration of the Centre for Strategic
Planning of the FMBA, the Center for Operational
Management of the FMBA, FMBA Operations Control
Centre, FMBA executive team, authorities (Emergency
Control Ministry, Ministry of Health, Russian Federal
State Agency for Health and Consumer Rights, Ministry
of Defense, Ministry of Industry and Trade, etc.), insti-
tutions, information and scientific centers, the State
Information System for Biological Security in the Russian
Federation, Internet resources, etc.

3. FMBA work force, represented by the organiza-
tions served by FMBA, and the population residing in the
territories served by FMBA.

4. External management structures: the Centre
for Strategic Planning of the FMBA, the FMBA, the
Government and the President of the Russian Federation.

A general structural diagram of the informational,
functional, and organizational interaction of the BRM
network is presented in Fig. 3.
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As can be seen from Fig. 3, the informational, func-
tional, and organizational interaction of the BRM net-
work is a complex multidisciplinary process that requires
effective management. This process management and
its work coordination are entrusted to the FMBA BRM
Information Analysis Center, which is the BRM network
coordinator. Functioning of the BRM network is provided
in two modes:

1) the mode of daily activities with the implementation
of procedures for identifying, analyzing, forecasting, and
evaluating biological factors;

2) emergency response to biological threats that
could lead to an emergency situation.

In order for the BRM network management system to
function successfully, it is necessary to continuously an-
alyze changes in the external and internal environment
and adapt actions to new conditions.

Subordination principle

The principle of subordination (co-ordination) implies
management, within the framework of which the follow-
ing processes are implemented: vertical ordering, i.e.,
vertical subordination of network elements, where one
of the interacting elements acts as a leader, determining
the activities of other participants in the relationship; hor-
izontal ordering of business relations, where interaction
between participants of the same level is established.
Within the BRM network, the role of such a leading
body belongs to the network coordinator — the FMBA
BRM Information Analysis Center, which manages the
activities of network participants. In turn, the FMBA
BRM Information Analysis Center is part of the structure
and subordinate to the Centre for Strategic Planning of

| External information sources

1

|
o[>

| Liaison protocol |

Network members

FMBA. Medical support organizations are subordinate
to the district FMBA centers. At the same time, all par-
ticipants and the network coordinator, together with the
Centre for Strategic Planning of FMBA, are subordinate
to the FMBA and are obliged to comply with all direc-
tives, orders, and instructions of its structural divisions
in accordance with those appointed by the head of the
functional subordination Agency.

Since June 17, 2024, in accordance with the Decree
of the President of the Russian Federation®, the President
of Russia is in charge of the FMBA activities.

Thus, the subordination vertical for the BRM network
can be represented as follows: “President of Russia —
FMBA — Center for Strategic Planning of FMBA —
FMBA BRM Information Analysis Center (coordinator) —
BRM network participants”.

Principle of permanence operational and duty
support

The process of continuous monitoring of biological risks
and the presentation of its results, together with the
principle of effective management of biological risks, is
implemented in the network, including through the ac-
tivities of the operational duty service established at the
FMBA BRM Information Analysis Center. The shifts of
this structure operate around the clock and consist of
operational duty officers and specialists who take over
during daytime hours. Every day, the operational duty
service provides the FMBA management with a report
on the epidemiological situation in the entitled territories
and organizations of FMBA. This is how the principle of
permanent operational support is implemented in the
BRM network.

| Information users

Assessment of
biological threats
and risks

. ) 3

' @ , :

Proposals for
neutralizing

biological threats

Call centre andrisks

Educational and fraining unit

v

Figure prepared by the authors

Fig. 3. Structural scheme of informational, functional, and organizational interaction of the BRM network

4 Decree of the President of the Russian Federation No. 522 dated 17.07.2024
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Principle of comprehensive information and
analytical support

According to the Federal Law®, biological risk monitor-
ing includes the identification, analysis, forecasting,
assessment, and ranking of biological risks based on
unified criteria. This includes the information and ana-
lytical activities that are implemented in the FMBA BRM
network.

Medical network organizations collect and perform
initial analytical processing of medical and biologi-
cal information, which is then forwarded to the FMBA
BRM Information Analysis Center IS. The FMBA BRM
Information Analysis Center conducts daily analysis of
epidemic incidence, new, rare, recurrent, and spontane-
ous infections, changes in the properties and forms of
pathogens, diseases associated with disruption of the
normal human microbiota, infections associated with
medical care (during accidents and terrorists attacks)
at facilities where pathogens are used, the spread of
drug resistance, and immunodeficiency conditions in
humans.

The FMBA BRM Information Analysis Center con-
ducts primary data verification and biological risk
analysis, resulting in the receipt of structured informa-
tion arrays on individual biological threats (hazards).
It also determines methods for predicting biological
risks. In accordance with the established criteria,
the FMBA BRM Information Analysis Center submits
information about identified biological threats (haz-
ards) to the reference centers of the BRM network,
which verify information about biological threats, in-
cluding the analysis of biomaterial samples within
72 hours.

At the next stage, biological risks are predicted,
i.e., the probability of dynamic changes in the bio-
logical threat indicators and their quantitative and
qualitative characteristics is assessed. The outcome
of biological risk prediction is the acquisition of data
necessary for assessing the harm probability associ-
ated with the biological threat identified during the as-
sessment of biological risks. If necessary, a report is
prepared on the biological threat identification, which
is submitted to the FMBA central office for subse-
quent transmission to the state information system for
ensuring biological safety (SIS BS). In 2024, the FMBA
Center for Strategic Planning created a database re-
ferred to as “Scientific Forecasting Methods”, which
includes descriptions, characteristics, and features
of approximately 100 scientific methods. The pre-
sented stages of the activity of BRM experts and their
collaboration in collecting, analyzing, forecasting,
and evaluating specialized data related to biological
threats and risks demonstrate the comprehensive na-
ture of information and analytical support in the MBR
network [12].

Principle of ensuring the quality of information
provided

The control mechanism of the BRM network ensures
that specialized data on all cases of diseases registered
in medical organizations is provided in a timely man-
ner and that the data is transmitted to the FMBA BRM
Information Analysis Center information system. At the
same time, the quality of the information provided is
monitored, including its completeness, relevance, and
accuracy. In addition, the control mechanism includes
automated analysis and notification of detected errors,
as well as verification of operational and reporting data
on key indicators.

The following types of activity are carried out daily in
the FMBA BRM Information Analysis Center to ensure
the information quality: checking the completeness and
timeliness of filling out questionnaires by medical organi-
zations of the BRM network in a single data collection
format; deleting erroneous entries in the information
resource (duplicates of infectious diseases cases and
biological threat report files); detecting repeated filling of
electronic forms.

The obtained quantitative indicators are verified on
a weekly basis against statistical reports received from
medical organizations, territorial authorities, hygiene and
epidemiology centers. The reliability of incoming infor-
mation is an important factor affecting the BRM network
functioning quality. Reliable information refers to informa-
tion (reports, data) from a reliable source about events,
facts, phenomena, and processes that are authentic,
truthful, and evidence-based, eliminating any doubt [13].
In this regard, particular attention is paid to the process
of verifying information about biological threats, which is
carried out by the reference centers of the FMBA BRM
network. The assessment of biological risks is carried
out based on unified criteria for the types of biological
threats (hazards) to human health and the levels of bio-
logical risk.

Further forecasting, assessment, and ranking of bio-
logical risks are carried out by the Center’s analysts only
for biological threats that have been verified by refer-
ence centers. To calculate the biological risk level, the
severity of harm to human health caused by dangerous
biological factors and the causing harm likelihood are
used. The result of biological risk assessment is the de-
termination of its level: acceptable, significant, or critical,
which is reflected in the relevant information and analyti-
cal documents and reports.

Principle of professional competence development

One of the important areas in ensuring the BRM net-
work quality is the appropriate professional training and
retraining of senior officials and all employees of the
BRM network organizations as a whole, as well as their

5 Federal Law No. 492-FZ dated 30.12.2020, “On Biological Safety in the Russian Federation”.
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coordinated interaction [14]. As part of specialized pro-
fessional training, the network coordinator, the FMBA
BRM Information Analysis Center, holds monthly semi-
nars, training sessions, and classes with the participa-
tion of employees from medical organizations, territorial
authorities, hygiene and epidemiology centers, blood
centers, reference centers, district medical centers, and
scientific institutions.

The coordinator organized the work of the FMBA
BRM Information Analysis Center contact center for
interaction with organizations participating in the BRM
network. The contact center processes phone calls,
messages received through the VKontakte widget, and
e-mail requests, and conducts sessions with members
of the BRM network in the order of sending and review-
ing requests.

Principle of effective communication

The activities of the BRM network involve a wide range
of specialists with different professional backgrounds
and qualifications from various fields of scientific knowl-
edge and practical industries, including medical profes-
sionals, biologists, hygienists, analysts, engineers, and
programmers in the IT and telecommunications indus-
tries, dispatchers and operators of operational servic-
es, consultants, training instructors, methodologists,
inspectors, etc. They must clearly and unambiguously
understand each other, using the same terms and con-
cepts, which ensures smooth functioning of the BRM
network as a unified, well-coordinated, and effectively
developing system.

In order to improve the quality of internal corporate
communications, it was decided to develop the termino-
logical apparatus of the FMBA BRM network and create
a departmental thematic glossary of terms and defini-
tions of the network. To that end, a special algorithm for
creating a thesaurus-type glossary was developed, and
the subject area and terminology of the BRM network
were researched and categorized. The typology of the
subject area is presented in Fig. 4.

Currently, work is underway to develop the terminol-
ogy system of the BRM network [15], form dictionary
definitions, and create a glossary project.

Principle of integrated scientific support

Scientific support includes a range of scientific, scien-
tific-technical, scientific-methodological, and other ac-
tivities aimed at obtaining and effectively implementing
new knowledge, techniques, and technologies related
to the BRM network functioning in the fields of medi-
cine (including hygiene, sanitation, epidemiology, etc.),
biology, management, analysis, and forecasting of
biological threats and risks, information technologies,
professional training, and social and biological emer-
gencies.

Currently, as part of the scientific support for the
BRM network activities, research is being carried out
with the participation of specialists and researchers
from the Sysin Research Institute of Human Ecology and
Environmental Hygiene, the State Research Center —
Burnasyan Federal Medical Biophysical Center of
Federal Medical Biological Agency, etc.

MBR NETWORK
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Fig. 4. Typology of the subject area of the BRM network
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Principle of targeted methodological support

Scientific support for biological risk monitoring includes
providing targeted assistance to the BRM network par-
ticipants in implementing functions that fall within their
professional competencies and are related to the activity
of the BRM network.

In order to improve cooperation and solve the prob-
lems of identifying and neutralizing biological threats and
risks, the network coordinator develops methodologi-
cal manuals, recommendations, instructions, booklets,
and memos. Methodological assistance is provided to
responsible specialists of the organizations participat-
ing in the BRM network on the issues of collecting and
presenting information on biological threats (hazards). In
accordance with the methodological recommendations,
interdepartmental, regional, and facility-based exercis-
es (trainings), classes, and gatherings are held, where
qualified specialists from the FMBA BRM Information
Analysis Center participate as instructors, methodolo-
gists, and intermediaries.

With the purpose of raising the professional compe-
tencies of the BRM network members working in the en-
titled territories and organizations of FMBA, the coordi-
nator sends special teams (brigades) to provide targeted
methodological assistance.

As part of the BRM network activity, a contact cent-
er has been established to provide daily advisory and
methodological assistance to the network participants.
To ensure its targeted nature, specific organizations
have been assigned to each contact center employee. In
2024, the FMBA BRM Information Analysis Center con-
tact center received 2549 requests from the FMBA or-
ganizations:1388 incoming calls, 1078 incoming emails,
and 83 messages via the VKontakte widget; 34% of
requests were completed with responses during the
conversation, while the remaining 65% were completed
within one working day.

Principle of sustainable development

Sustainable development is a controlled process aimed
at developing society and nature, as well as production
and other types of organizational systems. This also in-
cludes the network of biological risk monitoring, which,
as noted above, refers to organizational systems. In a
broad sense, sustainable development is aimed at pre-
serving and ensuring favorable conditions for the life of
current and future generations of people [16]. The con-
cept of sustainable development is based on the fol-
lowing principles: ensuring an upward trend in develop-
ment, ensuring a long-term character of development,
and meeting the functional needs of the organizational
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system in both short- and long-term periods. These ob-
jectives are directly related to the network of biological
risk monitoring.

When developing a concept for the sustainable de-
velopment of the BRM network, it is advisable to imple-
ment standards and methodologies that can be used
to monitor the functioning of the network itself and its
subsystems (structural elements), as well as to qualita-
tively and quantitatively assess the target indicators [17].

Classification of the functioning principles of the
BRM network

Following determination of the key functioning principles
of the MBR network, they were subjected to classifica-
tion. The classification feature was the type of activities
that ensure functioning of the MBR network as a com-
plex organizational system. Such a classification basis
allows the overall set of fundamental principles estab-
lished above to be divided into classes (groups) neither
overlapping nor mutually excluding each other.

As a result, the following three classes of MBR net-
work functioning principles were identified: (1) principles
of information and technological orientation; (2) organi-
zational and managerial principles; 3) principles of scien-
tific and practical orientation. The distribution of princi-
ples by classes is presented in Fig. 5. When combined,
the resulting classes form the initial set of principles.

CONCLUSION

As a result of the conducted research, the basic func-
tioning principles of the MBR network in the entitled ter-
ritories and organizations serviced of FMBA were identi-
fied, formulated, justified, and classified. The formed list
of principles includes: a systems approach; the principle
of compliance prioritization with the intended purpose;
continuity of monitoring and presentation of its results;
the principle of sustainable development; the complexity
of information and analytical support, and some others.
The reliance on these principles is one of the key fac-
tors that enable the biological risk monitoring network
to function successfully, thus providing for the availability
of the necessary resources and capabilities to identify
and neutralize biological threats and to ensure biological
safety.

The evidence-based substantiation of the key princi-
ples, based on the research of BRM network function-
ing, lays the foundation for the development of proposals
for optimizing and improving the technology of biological
risk monitoring by the FMBA of Russia, as well as for the
development of a conceptual model for the functioning
of the biological risk monitoring system.
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Basic principles of MBR network
functioning
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Figure prepared by the authors
Fig. 5. Classification of the basic functioning principles of the BRM network
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